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SINGAPORE PERSONAL DATA PROTECTION NOTICE 

Rare Disease Diagnostic Support Program (DBS Kit Program) 

1. Data Controller 

This Personal Data Protection Notice ("Notice") explains how SANOFI-AVENTIS (SINGAPORE) PTE LTD. ("Sanofi", 

"we", "our" or "us") collects, uses, discloses, transfers and otherwise processes your Personal Data in connection 

with the Rare Disease Diagnostic Support Program ("Program"), including the ordering, distribution and 

administration of Dry Blood Spot ("DBS") kits. 

 

Please read this Notice carefully before submitting your information. 

2. Personal Data We Collect 

We may collect and process the following categories of Personal Data: 

Full name; 

Professional title and specialty; 

Hospital, clinic or healthcare institution name; 

Business address; 

Email address; 

Telephone or mobile number; 

Country of practice; 

DBS kit requirements and order details; 

Communications and correspondence relating to the Program; and 

Any other information voluntarily provided by you. 

3. Purposes of Processing 

We may collect, use, disclose and otherwise process your Personal Data for the following purposes: 

To review and process your request for DBS kits; 

To verify your eligibility to participate in the Program; 

To arrange and manage shipment and delivery of DBS kits; 

To coordinate diagnostic testing services through designated laboratories; 

To communicate with you regarding the Program and related activities; 

To maintain Program records and documentation; 

To conduct audits, quality assurance and compliance activities; 
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To comply with applicable legal and regulatory obligations; and 

To establish, exercise or defend legal claims. 

4. Legal Basis for Processing 

Sanofi may process your Personal Data based on one or more of the following legal grounds under the Singapore 

Personal Data Protection Act 2012 (PDPA): 

Your consent; 

Compliance with legal obligations; 

Legitimate interests of Sanofi or third parties; 

Establishment, exercise or defence of legal claims; and 

Other lawful bases permitted under applicable laws. 

5. Disclosure of Personal Data 

Your personal data may be disclosed to: 

DKSH (SINGAPORE) PTE LTD for Program administration and logistics support; 

ARCHIMED Life Science GmbH for DBS kit fulfilment,  

National Taiwan University Hospital for testing support and related Program administration; 

Other service provider for courier and logistics services; 

IT, hosting and technology service providers; 

Professional advisors, auditors and consultants; and 

Government agencies, regulators, courts or law enforcement authorities where required by law. 

All recipients are required to protect Personal Data through appropriate technical and organizational safeguards. 

6. International Transfers 

Your Personal Data may be transferred to, stored in or accessed from countries outside Thailand, including by: 

Service providers supporting the Program; 

DKSH (SINGAPORE) PTE LTD; 

ARCHIMED Life Science GmbH; 

National Taiwan University Hospital 

Where Personal Data is transferred outside Singapore, Sanofi will implement appropriate safeguards as required 

under applicable law. 
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7. Patient Information 

This Program is intended to support healthcare professionals in obtaining diagnostic testing services for patients. 

Patient samples and patient diagnostic information are collected and processed by the designated laboratory and the 

treating healthcare professional for the purposes of diagnostic testing and patient care. 

Sanofi does not collect, receive, access, use, store or otherwise process identifiable patient personal data, patient 

samples or patient diagnostic test results generated through the Program. 

Any patient information processed in connection with the diagnostic testing process remains under the responsibility 

of the healthcare professional and/or the designated laboratory, as applicable. 

Sanofi may receive anonymized or aggregated information relating to the utilization of the Program, which does not 

identify any individual patient or healthcare professional. 

8. Retention of Personal Data 

Sanofi will retain your Personal Data only for as long as necessary to fulfil the purposes described in this Notice and 

to comply with legal, regulatory and business requirements. 

Program records may generally be retained for up to ten (10) years after completion of the Program unless a longer 

retention period is required by law. 

9. Your Rights 

Subject to applicable law, you may exercise the following rights: 

Right to access 

Right to correction 

Right to withdraw consent 

Right to opt out of marketing communications (DNC) 

Right to complain 

10. Exercising Your Rights 

If you wish to exercise your privacy rights or have any questions regarding this Notice, you may contact Sanofi using 

the details below: 

Data Privacy Officer 

Company: SANOFI-AVENTIS (SINGAPORE) PTE LTD 

Email: thmm_privacy.officer@sanofi.com 

Privacy Request Portal: 

https://privacyportal-eu.onetrust.com/webform/dd85e611-5592-4331-b346-b8739f63f687/a02f5bbc-d820-431e-8549-

50e9994da67b Sanofi will respond to your request in accordance with applicable data protection laws 
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